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Importance and description of the component
Main results

1. General Description
1.1. Scope of the project
The Internet and mobile devices have become an integral part of children’s lives with more and more
of them accessing such immersive mediums and gaining access to a diverse palette of programs and
applications. Consequently, the Internet has the power to entertain, inform, educate and shape the
development of children, but can also have a negative impact if used incorrectly. Unfortunately,
parents are not always informed and are not aware of their children’s online activities, relying only
on the digital skills they perceive their children having. This is why only a small percentage of parents
use technical restrictions. Low supervision from parents alongside lack of digital safety skills can
quickly lead to children being exposed to risks while online – these may range from accessing harmful
content to cyber bullying, commercial risks, spending too much time online or even child abuse.
Ora de Net project promotes internet safety among Romanian children, parents, teachers and
specialists by offering informative sessions, trainings, by improving educational methods used in
schools, but also by proposing public policies and better legislation in this field. The project also aims
to combat illegal or harmful content and Internet-related offences (child sexual abuse materials,
grooming), to encourage the responsible use of the Internet and of the new communication
technologies by children, parents and teachers, to influence decision making by bringing together key
stake-holders in formulating and implementing realistic policies. Moreover, the project has the
objective of providing teachers, parents, social workers and child protection specialists with the
knowledge and tools necessary for protecting their children in the new technological environment,
while offering them two contact points:
 ctrl_AJUTOR (http://oradenet.salvaticopiii.ro/ctrl-ajutor) – a counseling line where children,
teenagers and parents can call and get help or advice when faced with a difficult situation
online
 esc_ABUZ (http://oradenet.salvaticopiii.ro/esc-abuz) – a civil point of contact for reporting
illegal or harmful content.
Since 2008 when it was first launched, the Safer Internet Program in Romania has achieved a
number of relevant and important results:
 450,000 children and parents informed directly at sessions held in schools and public spaces
through competitions, activities and workshops.
 7,000 people counseled through the helpline ctrl_AJUTOR helpline.
 4,300 links to child sexual abuse reporting and reporting on the esc_ABUZ reporting line, the
only civil reporting point for child pornography.
 The first guide related to online safety in Romania was developed and launched alongside the
Ministry of Education;
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 Volunteering Program was awarded best project of the year in 2013;
 Over 8000 teachers have used the online safety resources put at their disposal in order to
organize activities;
 Seven local and European summer schools with more than 200 children participants from
Romania and other 11 countries were organized in order to educate young internet safety
ambassadors;
 The first online reporting platform for volunteering was developed;
 Vulnerable groups such as children with hearing or vision impairment and institutionalized
children were involved in our activities.

2. Advisory Board
2.1. Short description of the partners and their role in the project
Ora de net project is supported by both private and government institutions and entities whose
representatives regularly participate in face to face meetings organized by Save the Children. The
role of the Advisory Board is to give feedback on activities and campaigns developed by the project
team, to propose CSR projects related to internet safety and to work together on policies that are
relevant to all stakeholders.
In recent years, we have strengthened national cooperation through collaboration with institutions in
organizing our most important activities (Safer Internet Day, trainings for specialists, rebranding
campaign, etc)
Government organizations : Ministry of Education and Scientific Research, Ministry of
Communication and Informational Society, National Authority for Regulation in Communication
Services, National Authority for Children’s Rights Protection and Adoption, General Inspectorate of
the Romanian Police , National Agency for Combating Child Trafficking, Institute For Sociology of the
Romanian Academy, National Council for Combating Discrimination, Bucharest Center for Resources
and Educational Assistance, Prevention Institute of the Romanian Polic, Casa Corpului Didactic –
House of Teachers.
Private organizations:UPC, Telekom, Orange, Google, Kaspersky, Bitdefender, ECDL, Euroaptitudini,
RDS RCS, Internet Service providers’associatio, Fundaţia Orange , APTI, Ascendia.

3. Awareness activities
Through awareness activities our program aims to provide, in an organized and comprehensive way,
useful information regarding how to avoid online risks and how to use internet in a useful and
educational matter. Also, the involvement of parents and teachers in debates, contests and training
courses about safety issues for minors and responsible use is key for creating a good environment.
Moreover, activities empower children and young people to play an active role through peer-to-peer
education, encourage child participation, but can also benefit adults by training older generations
concerning new media technology, with the help of small projects initiated and coordinated by
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children. In the course of the current Action, focus was put on working with professionals and adults
surrounding children, in order to develop a “safety net” in case of harmful events in which children
may be involved. In this regards, trainings and seminars with teachers, social workers, school
counselors, and police have taken place in all regions of Romania, with emphasis on creating a
network amongst professionals.
3.1Youth Panel and Facilitator Network
A vital component of the Action has been represented by Youth Participation, namely involvement of
volunteers and Youth Panelists in dissemination activities at school and county level. In 2016-2017
we decided that we should focus the Youth Panel Network activities on specific topics that were
identified in the last years as the most frequent types of abuse reported on Save the Children
Helplines: Bullying and Cyberbullying.
In January 2017, 64 youth panelists and 14 teacher panelists coming from 14 cities attended a 4 day
Children Rights Winter School organized following the tendency promoted worldwide through No
Hate Speech movement. The main objective of the event was to train the participants in order to
promote in their community a more loving, kind and tolerant way of relating to each other, using
non-formal education methods. After 4 days of interactive training that tackles also children’s rights
and empowered them to develop their own strategies for developing creative offline activities and
events. Their success and efforts were reunited in a national campaign named “No hate, with
tolerance”. Informative sessions and debates in schools, forum theatre plays and public events were
organized by youth panelists with the support of the national coordinators.
At the same time, in February 2017 we launched a school national contest in partnership with the
Ministry of Education that involved teachers and pupils and it proved to be a great way of engaging
school representatives, teachers, children and the community as a whole. Classes of students, with
the help of one teacher, were asked to do an activity in which to discuss in the classroom topics such
as bullying, cyberbullying, hate speech online and tolerance in order for everyone to understand the
basic concepts, afterwards organize a public event with members of the community (parents, other
teachers, school representatives, local authorities) in which to raise awareness and finally to create a
video with messages combating hate speech online and cyber bullying. The clip alongside the
description for the activities was sent to the project team and certain classes were awarded prizes
after the jury deliberation. The national competition was launched on Safer Internet Day and ended
on 24th March and was attended by 239 schools, more than 9000 teachers, children and adolescents
involved that reached over 25.000 children, parents, teachers,
authorities and media
representatives.
In February 2018, with the support of the Ministry of Education, a school competition was launched
in the same system as in 2017: groups of pupils coordinated by a teacher have undergone activities
on the topic of GDPR and personal data, afterwards organize a public event with members of the
community (parents, other teachers, school representatives, local authorities) in which to raise
awareness and finally to create a video with messages promoting the principles of personal data. The
competition was attended by 12.000 pupils from over 120 schools.
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3.2. Trainings for specialists and teachers

Seminars for interdisciplinary teams – national level

In may 2018, our educational experts organized seven regional meetings with the participation of
260 experts from authorities all over Romania – Police, School Inspectors, School counselors, Social
Workers. The meetings had the objective of forming a specialist group in each county of Romania,
that can act as a multidisciplinary team in cases of online abuse. In view of the prevalence of
Internet-related risk situations or activities associated with the use of mobile devices, Ora de Net
team supported eight regional seminars on "Child Protection and Participation in the Online
Environment", each edition bringing together the representatives of neighboring counties, and
through open dialogue established the basis for cross-sectoral cooperation at the level of each
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county, thus forming 43 local information and intervention teams to reduce child abuse through new
technologies. The seminar was interactive, the present participants worked in teams, according to
the specializations, to present their colleagues in the other structures the expertise of their
institution in this field, the way of work or the potential interventions they may have in case a child
becomes a victim, aggressor or witness of a dangerous situation in the digital environment. The
events were held in May 4-18, 2018 in eight cities and brought together representatives from all
counties and Bucharest.
3.3. Informative Sessions in rural areas of Oltenia

In the beginning of October 2017, Save the Children Romania started a new series of informative
sessions regarding internet safety issues in three rural communities of Oltenia: Licurici, Hurezani and
Sutesti.
The activities started by organizing a one day training for the teachers interested in becoming local
experts in online safety. The training focused on familiarizing participants with basic notions
regarding online safety, educational activities that can be carried out with children and parents
locally and on ways to involve development of community programmes which have objectives as
raising the level of awareness regarding online risks. We brought into discussion specific subjects as:
benefits and risks of the Internet for each target group, ways of working with students to perpetuate
information about online safety, free educational resources available online, practical advice on how
to use online tools in their teaching activity and advice about writing projects.
After the training for teachers, the project team held informative sessions in each class. We
discussed children’s online activities, the risks that they might encounter on the Internet, but also the
advantages of using the Internet and new technologies in the learning process. Each session was
strengthened by informative materials, short films which show potential risk situations but also
actual case studies. At the end of each informative session we launched a competition - “Internet in
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my life”. The children were allowed to work individually or in small teams. They had one month to
send us posters or presentations to illustrate the risks and advantages of the Internet.
After the informative sessions took place, we selected a group of 20 - 30 persons including the most
active and willing children and teachers which received detailed information about the volunteering
activity that they can carry out within the project, but also basic notions about project writing.
As a follow up of the sessions held for teachers and pupils, an open debate with these two categories
and also parents was held. The debate was moderated by Save the Children psychologists and
experts, and its objective was to confront all parties involved, in exposing each one’s paradigm, and
trying, in this manner, to reach a new, common paradigm based on clear principles.
In order to award the winners of the contest “Internet in my life” we organized an award festivity to
which we invited children, teachers, parents, representatives of the mayor’s office, school
inspectorate. At the event the winners of the contest were awarded and representatives of the
authorities spoke about their involvement in the project and about the ways in which they intend to
support such initiatives from now on. In the autumn of 2018, we replicated the activities in other
three rural areas: Poieni, Siliştea and Gratia, in Teleormana and Giurgiu county.
3.4. Celebrating Non-formal Education Week in Romania
200 students participated in a series of digital workshops organized by Save the Children and Orange
within the „Non-formal Education Week” program.On May 22-26, in the framework of the "Nonformal Education Week: To Know More, To Be Better!" National program, Save the Children in
collaboration with Orange and the School of Values, organized a series of digital workshops for
children aged between 10 and 13 years on "A Better Internet" . 200 pupils from Bucharest have
learned, through non-formal methods of working and using digital resources, how to access the
Internet in a responsible manner, what are the issues to be avoided when browsing the Internet and
how they can help each in order to create a safe online environment. At the same time, the small
ones have identified the development opportunities the online universe offers. The workshops
encouraged the use of new technologies in the educational process, interaction and teamwork. They
were conducted by specialized trainers from Save the Children Romania and young teenagers
facilitators from the School of Values in a peer to peer system.
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3.5 Website and online resources3.5.1 Main Website – www.oradenet.ro

The website visual identity plays on the concept of classroom with endorsers being the teachers. The
website has registered over 200.000 visitors, the most successful page being /fii-voluntar, where
teachers register to sustain activities and download resources.
3.5.2 Platform for Teachers
The Platform for teachers is a complete resource space where teachers can find tools they can use in
the classroom, divided according to each cycle (3-5 yrs, 6-9, 10-14, 15-18). The teachers can use
these resources in the classes and afterwards report the results and feedback using the volunteering
platform Voluntapp.

3.5.3 Platform for Parents
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The platform for parents is a dedicated area where they can find resources adressed specifically to
them, targeting: parent-child relationship, filtering tools and software, brochures and adice on
positive content and risks.

3.5.4 Chrome Extension

In our commitment to stop cyberbullying we are releasing a new tool (chrome extension) to protect
children against hurtful comments online.
We're launching a landing page on our website that explains (as visually and as simple as possible)
what steps you need to take to download your Chrome extension. This works on the computer
whenever the child accesses the internet (through Chrome) and overwrites all injured words
according to a system-integrated list. Ugly words will be replaced with clear call-to-action messages
to the message "Stop cyberbullying!"
In order to promote this extension, we used an integrated promotion mix:
•
Social Media Video - dramatize the impact of cyberbullying on children and invites parents to
join oradenet.ro and download the Chrome extension specially created by Ora de Net
•

Facebook post on the official Endorser pages: Alina Eremia etc

•

Press release to the print and online press (including Radio & TV stations)
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•

Facebook parenting communities - Closed group approach and activation communication

•
In schools – through our youth panelist network we invite children to install the extension on
computers and send a support resource to their teachers to use in meetings with parents
3.6. Educational tools and materials

On the website as well as in print, we have used several awareness materials and promotional
resources for different types of public.

Resource
Name

Parent
shield

ctrl_AJUTOR
Sticker

Ora de Net
contact
cards
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Target
audience

Resource
description

Parents

The brochure
include statistics,
recommendation
for parents and
contact details of
the SIC services

Children
and teens

The sticker
promote the
contact details for
Internet Helpline

All target
groups

The sticker
promote the
contact details for
Internet Helpline
and Hotline

Child
protection
experts

The flyer invite
child care experts
to collaborate
with Save the
Children for issues
concerning online
safety

Ora de Net
Notebook

All target
groups

The sticker
promote the
contact details for
Internet Helpline
and Hotline

Ora de Net
poster

Children
and teens

The poster
promote the
contact details for
Internet Helpline

Experts

The brochure
promotes the
contact details for
the Hotline

Ora de Net
experts flyer

Esc_ABUZ
Brochure
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Jester
Colouring
book

Childremn

The brochure
contains a
fairytale with
hidden meanings

Parenting in
the digital
age

Parents

Advice for tackling
online issues with
children

The Net
Hour begins
at home

Parents

Advice for parents

Activity plan

Teachers

Activity plan for
teachers

Facilitator
guide

Trainer

Guide for trainers

13

3.7 Safer Internet Day 2017&2018

Celebrating Safer Internet Day 2017 in Romania
On 15th February 2017 a public press event was held in Bucharest, the capital city of Romania, where
the impact of child sexual abuse images online was discussed. The event gathered representatives of
the General Inspectorate of the Romanian Police, the National Authority for Protecting Children’s
Rights and Adoption, Department of investigating Organized Crime and Terrorism, Europol, Interpol,
but also representatives of companies (Bitdefender, ECDL), psychologists, teachers, school
counselors and other specialists. The event also gathered a lot of media attention.
During the event, the results of the Safer Internet Project in Romania were presented with focus on
Hotline statistics and findings, but also procedural details, workflow and intervention measures in
cases of child sexual abuse images.
School Contest
On 7th February, 2017, Save the Children, the national coordinator of the Romanian Safer Internet
Center launched the school competition „No hate, with tolerance” in partnership with the Ministry of
National Education ". The contest has drawn attention to the incidence and complexity of the
phenomenon of bullying and falls into the global movement to combat hate speech "No hate speech
movement."
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Throughout the stages of the contest, emphasis was placed on the effects of bullying on everyone
involved, whether we are talking about a victim, an aggressor or a witness. The statistics of the latest
research conducted by Save the Children on the subject, state that the phenomenon remains high,
with 46% of children saying they were witnessing a bullying situation in their group of friends and
69% reported to have encountered it online.
The initiative was well received at national level, with a total of 300 projects from 239 schools and
more than 25,000 people being involved in national activities conducted by pupils and teachers. Such
projects are an important step to present the experience of children involved in bullying. Too often
they say they feel "invisible" and their teachers usually see them as only students, not also from the
human perspective. Children and adolescents need guidance in order to grow up happy, resilient,
responsible adults and willing to contribute to society. One step that needs to be done in this regard
is that those involved in children's education to wisely reflect on their role as models.
Despite seeming triviality caused by the frequency with which it occurs in all social environments,
bullying is an act of violence with a short and long-term impact. It is children’s right to be protected
by us, adults. At the same time, their participation in the communication and decision-making
process becomes essential in order to report and meet their real needs, not those interpreted by
adults.
Beyond the involvement of those who are already interested in the physical and emotional health of
children, the answer lies also in the assumption of an institutional process that includes, but is not
limited to, the development of empathic protection and empowerment policies in educational
institutions.
Given the emotional, social and cognitive impact that bullying may have on the psychological
development of children, we consider these steps of great importance.
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Celebrating Safer Internet Day 2018 in Romania

Save the Children Romania, the national coordinator of the Safer Internet Center, celebrated
Safer Internet Day 2018 by organizing a public event named: „Challenges in using the Internet by
children: Images of child sexual abuse and unprotected personal data”. It took place on February 6th
in Bucharest and brought together representatives of institutions that aim to protect children both
on the Internet and offline.
Organized as a press conference, the event addressed the topics of child sexual abuse images
and personal data in the context of the new General Data Protection Regulation, which binds
children’s access to websites to their parents’ consent. It was attended by representatives of the
General Inspectorate of the Romanian Police, the Ministry of Communications and Information
Society, the National Authority for the Protection of Child's Rights and Adoption, the Embassy of
Great Britain in Romania, the International Center for Missing and Exploited Children, Grigorescu
Ştefănică Law Office and the National Center for Response to Cyber Security Incidents.
Representatives of the authorities provided procedural details and statistics on how to work and
intervene in cases of child sexual abuse, and specialized lawyers gave a presentation on the legal
implications that the new European Personal Data Regulation will have on children, starting with May
2018. The legislation will allow access for children under the age of 16 to websites only after
obtaining a parental consent.
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During the conference, the 2017 results of the Safer Internet program in Romania were also
presented.
The overall attendance and impact of the event was great, as many media channels covered the
subject with 6 national televised reports, 1 local radio, 17 online articles and 1 television show
broadcasted nationally.
Besides the press conference, the Romanian Safer Internet Center also launched an
educational initiative dedicated to celebrating Safer Internet Day. The national competition „Digital
citizenship. Rights and responsibilities online regarding personal data.” is addressed to children and
young people under the coordination of an adult, teacher or leader of an initiative group. The contest
took place between February 12 and March 30 2018 and was addressed to classes of pupils
coordinated by teachers from the primary and secondary education, in three categories (Category I is
composed of pupils of classes 0 to IV Category II: grades V - VIII; Category III: grades IX - XII) and
initiative groups from Child and Youth organizations in the Special Category.
In short, the steps to participate in the contest were:






Organize a debate within the classroom where children are invited to discuss issues related
to personal data, how to interact online from the perspective of children's rights, and the
commercial implications of online users.
Organizing a public action/event involving adults (teachers, parents, local authorities, etc.)
that aims to bring together more than 50 local representatives to promote rights and
responsibilities on the Internet for personal data, thus facilitating an increased awareness
regarding best ways of preventing and combating abuses in the online environment.
Create a video clip of up to 3 minutes to capture the most important conclusions of
discussions and recommendations of how children and young people propose to respect
personal data rights in the online environment.

As a result, 150 projects from 121 schools entered the competition, and the best were awarded on
24th of May in a special ceremony.
3.8 Anticyberbullying campaign
Save the Children Romania launched an awareness campaign to fight and prevent bullying, with
Romania being the country with the highest rate of gender-related events among children and young
people in Europe. The Campaign is an initiative of the Internet Class program and promotes an online
behavior that is against hate and hurtful comments. The campaign is supported by the ambassadors
of the project: Alina Eremia, Mircea Eremia, Andrei Leonte, Ami, Ana Baniciu, Liviu Teodorescu and
Zmenta.
To join the campaign, kids and teenagers had to access the Internet Class’ website, choose their
favorite ambassador and send him a #NoHateOnline message. The most creative messages were
printed on a limited set of t-shirts and each endorser wore the t-shirt as a statement they are against
cyberbullying. The ones whose messages are selected also received such a t-shirt.
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The launch of the campaign was preceded by an event organized on June 7 in the Ferdinand I School,
in the presence of some of the program’s ambassadors: Alina Eremia, Liviu Teodorescu and Andrei
Leonte. They discussed, together with the 120 children present at the event, about cyberbullying and
its effects, told online bullying situations, but also answered questions from those in the room and
those who followed the event live event on Internet Class’ facebook page.
"I'm glad to be part of this year's Internet Class Team of Cool Internet Teachers. The results we
achieved last year and the fact that we have more and more ambassadors and professionals joining
our cause of making the Internet a better place for children and young people, gives me the
confidence that we are on the right track. The Campaign #NoHateOnline is a manifest against
bullying in all its forms, so we hope to receive as many support messages as possible from young
people, "says Alina Eremia, Save the Children Ambassador.

3.9 Logopedia
The Logopedia platform is destined for children with hearing and speech difficulties. The purpose of
this tool is to provide an interactive speech therapy to help the children with hearing deficit to
improve their verbal and written communication skills with the support and feedback from an adult
with normal hearing.
LogoPEDIA is a software professionally designed with the assistance of the latest web technologies
aimed to aid the speech therapists, the therapists, and the teaching staff working with children that
have hearing difficulties, providing them with tools for safer internet use at the same time. The
interactive games available on the platform invite the children to practice in a fun and effective way
the communication in Romanian language.
The educational platform LogoPEDIA can be also used by children with normal hearing in order for
them to learn writing and reading. It contains 7000 words and phrases in Romanian, 2,000 pictures
and 645 video materials, nevertheless the modular design allows constant development and easy
addition of language resources and artistic resources.
5. Helpline
5.1. Importance and description of the component

Studies conducted by Save the Children at national level show that Romanian children encounter
many risks online:
90% of Romanian children use at least one social network, 33% of them having all their
profiles set to public
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47% of children have spoken to strangers online and 27% of them met face to face with a
stranger. As these 20% say they were upset by the meeting they had
33% of children say they saw sexual images online and 22% of them received direct messages
containing such content.
This is why Ora de Net provides the general public with ctrl_AJUTOR, a counselling line where
children, teenagers, parents and teachers can contact internet safety experts in order to receive
advice and legal or psychological counselling. The line also offers general recommendations on how
to stay safe online and what preventative measures can be used to avoid specific risk situations.
ctrl_AJUTOR line can be contacted in a number of situations such as:
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-

Advertising - Chain emails, phishing sites, misleading policies, terms and conditions.

-

Cyberbullying - Bullying usually involves a child being picked on, ridiculed and intimidated by
another child, other children or adults using online technologies. Bullying may involve
psychological violence. Cyberbullying can be intentional and unintentional.

-

Data privacy - Issues related to the abuse of personal or private information, as well as how
to protect privacy and how to react when something has gone wrong

-

e-crime - Identity theft, fraud, data theft, copyright infringement, hacking, piracy, etc. This
may include referrals to a hotline.

-

Excessive use - Calls related to the amount of time spent on media – related to the loss of
control over internet or online use as compared to other (offline) activities.

-

Gaming - For any issues related to gaming content, possible addiction etc.

-

Grooming - Actions deliberately undertaken (sometimes, but not always over a longer period
of time) by an adult or stranger with the aim of befriending and establishing an emotional
connection with a child, in order to lower the child's inhibitions in preparation for sexual
activity with the child.

-

Hate speech - Discrimination or prejudice against others on account of their race, religion,
ethnic origin, sexual orientation, disability or gender – this could include racist materials
online or racist comments which have been made by a group or individual.

-

Love/relationships/sexuality (online) - Questions relating to online love, relationships, dating
sites etc.

-

Media literacy/education - Callers asking for information relating to a better understanding
of the internet, online services and how they can be used.

-

Potentially harmful content - Including terrorism, online prostitution, drugs, eating disorders,
self-harm etc. Including calls related to sites promoting suicide and explaining ways to
commit suicide. This may include referrals to a hotline.

-

Online reputation - Concerns about damage to reputation online (this may include requests
for information on how to protect online reputation).

-

Sexting - The consensual or non-consensual sending or receiving of sexual images and/or
texts via mobile and other devices (including appearing in such images) amongst peers.

-

Sextortion - Sextortion is a means of coercing cybercrime victims to perform sexual favours
or to pay a hefty sum in exchange for the non-exposure of their explicit images, videos or
conversations.

-

Sexual harassment - Unwanted sexual contact/content/comments - Including unsolicited
contact.

-

Technical settings - Where a caller needs help to alter settings - Filtering & parental controls,
Anti-virus, Spam, etc. Including security maintenance (for a device) (e.g. firewall, updates,
popups, cookies).

ctrl_AJUTOR has been active ever since 2009 and can be reached through the following means of
contact:

 Phone landline 031 80 80 000 (Monday – Friday, 10.00 – 17:00, free in DiGi network)
 Email ajutor@oradenet.ro
 Facebook Messaging http://facebook.com/SigurPeNet
5.2. Collaboration with relevant authorities
The efforts of the component ctrl_AJUTOR in protecting children’s rights online have been formally
joined in 2015 by the National Authority for Protecting Children’s Rights and Adoption, with whom a
partnership was signed. The institution helps deal with cases received from the helpline and also
forward cases to local child protection agencies. Moreover, the authority will work alongside the
Save the Children team in order to create methodology and new legislation proposals.
Besides this, the Helpline collaborates with the General Inspectorate of the Romanian Police through
the Hotline with which it has a collaboration protocol in place. Most cases that are passed along to
the Police are of potential groomers online.
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5.3. Main results
From July 2016 to December 2018 the ctrl_AJUTOR component received a number of 2123 cases.
Among the most frequent situations encountered by children and teenagers were technical settings
(834), advertising/commercialism (191), e-crime (217), data privacy (216) and cyberbullying (157).
Besides this, a large number of callers wanted to receive information about ways in which to be safe
online (313). Below you can see the number of reports received for each issue:
Category
Advertising/commercialism
Cyberbullying
Data privacy
e-crime
Excessive use
Gaming
Grooming
Hate speech
Love/relationships/sexuality (online)
Media literacy/education
Potentially harmful content
Online reputation
Sexting
Sextortion
Sexual harassment
Technical settings
Unwanted contact from strangers
Suicide
Self-Harm
Other type of issues
Total

Number of cases
191
157
216
217
3
3
14
2
11
313
92
9
15
3
834
18
4
2
19
2123

As we can see from the data, in spite of the general assumption of adults that children are digital
natives and know how to use devices and the internet, children have low competencies when it
comes to keeping safe. 39% of cases are related to callers asking about technical settings and how to
stay safe online. Also a lot of callers are encountering risks related to data privacy as Facebook and
social networks in general are being accessed by children at very early ages, below 13 years old.
Apart from previous years we can see a rise in children and adolescents reporting issues such as
advertising/commercialism and e-crime.
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Advertising
9%

Cyberbullying
8%

Technical settings
40%

Data privacy
10%

e-crime
11%
Grooming
1%

Sexting
1%
Potentially harmful
content
4%

Media literacy
education
15%

Relationships online
1%

Most calls (79%) were received from adolescents and children, but there were also parents, teachers
that contacted the line in order to receive guidance. As in previous years, the helpline receives cases
from adults who find themselves in harmful situations online.

Parent
3%

Adult
7%

Child
2%

Teacher
9%

Adolescent
79%

Below you can find the exact numbers, categorized by gender:
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Female

Male

Parents

40

22

Adolescents

584

1094

Unknown

Total
62

7

1685

Children

19

21

40

Teachers

169

26

Adults

64

73

137

Specialists working with children

1

1

2

Total

877

1237

2

9

197

2123

Given the fact that a large proportion of our callers were adolescents and children, a lot of our
reports are coming through online mediums such as email, Facebook Messenger and TPU and only a
very small proportion by phone.
Phone
1%

Form
5%

Email
10%
Facebook
Messenger
14%

Online
Forum
TPU
70%

5.4. Trends based on ctrl_AJUTOR data

 There is a great lack of digital skills among children, adolescents, but also adults
 The most used social networks are Facebook, Youtube & Instagram and the most used
services are Gmail & Yahoo
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 There is an increase in children and adolescent doing online shopping of different products,
but also services/apps and in-app purchases
 There are also a lot of issues related to privacy or recovery of accounts

6. Hotline

esc_ABUZ (https://oradenet.salvaticopiii.ro/esc-abuz) is a reporting service, a civil point of contact
which provides its users with the opportunity to inform competent authorities, while keeping their
anonymity, about child sexual abuse images they might encounter online. The Hotline, esc_ABUZ, is a
component of the Safer Internet Project that has been taken over by Save the Children in 2015, from
its consortium partner FOCUS – Centre for Missing and Sexually Exploited Children. In October 2015,
the Romanian Hotline also became a member of the international network INHOPE that brings
together similar reporting lines from 48 countries with the aim of combating network abusers,
traffickers of minors and producers of child pornography.
Since July 2016, 4942 reports have been processed. Of these, 3219 were images, websites, web
archives and video files containing child sexual abuse images, which were submitted for analysis to
the specialized structure of General Inspectorate of Romanian Police or to partner hotlines from
INHOPE network.

processed reports
2361
253

4942

3219
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july 2016- october 2018

csam

child nudity/ underage modelling sexualized posture

sent to IGPR

Out of all CSAM reports, over half shows victims under ten years old and some depictions of abuses
against infants. This type of content could be found as photographs, collages of photographs or
snapshots from filming, and also as video files or websites that contain many types of materials.

approximate age of victims
10
493

415

2002

0-1 year

1-5 years

5-10 years

10-15 years

Collaboration of the Hotlines and Interpol can give good results - over time instances such as a string
of reports received within the application ICCAM (application used by members of INHOPE) leading
to the identification a unique source for manufacturing CSAM, abuse of children, teenagers or groups
of children, being all victims of the same perpetrator.
One of the constants of reports received by ICCAM is that most of the offenders are men, but some
part of the abusers are women and, in these cases, the victims are mostly preschoolers and infants.
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7. Conclusions
7.1. Key success stories
Working with specialists and child caretakers
The feedback received from specialists and child caretakers has been a constant reminder that the
need for information and resources regarding this issue is still very high. The fact that representatives
of several state institutions from each of the counties of Romania participated in training sessions
constitutes a building block for the future regarding a nation-wide practice for intervention and
prevention of online related harmful conducts. The cascade dissemination of information reported
by these experts has demonstrated high figures in terms of reach and diversity of the target audience
(from children to parents, educators, administration).
We coordinate 43 of interdisciplinary team, one in each county in Romania, that is working as our
local partners for raising awareness and promote the use of the Internet in a safe and creative
manner by children and youths. The members of each team are social workers, school counselors,
school inspectorates, policemen from prevention department and cybercrime departments, all are
representatives of public institutions connected with child protection. More of 260 of the members
attended the regional seminars sustained by our educational team “Child protection and
participation”.
7.2. Key challenges & opportunities
The main challenges that we foresee for the future are:
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Adapting educational content, practices and materials for very early ages. Children as young
as 2 or 3 years old are surrounded in the household by screens (TV, laptop, Tablet,
smartphone, game consoles) and the trend is to integrate smart technology in more objects
and appliances.



Determining parents and adults to understand that things are changing at a much faster pace
than before and that technology is part of life, as we know it. This means paying more
attention to leisure time and “off the screen” time for young children.



Building safety and prevention resources tailored to young people’s habits and needs (e.g.
games, educational videos) in such a way that messages and principles are taken on
naturally.



Obtain support from relevant Ministries in Policy development, monitoring and support.



State’s lack of interest to allocate human resources and financial resources to the issues.



Approving, accrediting and implementing a course for pre-university teaching staff, with the
support of the Teachers Training Centers at national level and including it in the continuing

education programs for teaching staff and involvement of at least 10% of teachers in
Romania in the accredited training course.
Through the continuation of the project, Ora de net team hopes to tackle the above issues efficiently.
8. Contact

Should you wish to contact us for information, resources or collaboration, you can do so by the
following means:
Email: contact@oradenet.ro
Adress: Abrud Street, no 126A, Sector 1, Bucharest.
Telephone: +40 21 224 24 52
www.oradenet.ro
facebook: Ora de net

The sole responsibility of this publication lies with the author. The European Union is not responsible for any use that may be
made of the information contained therein.
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